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Standard Operating Procedure for 
CCTV Surveillance and Monitoring Policy 

In Compliance with ISO 9001:2015 Standard  
 

 
Copyright 

 
The copyright of this procedure, together with all confidential information contained herein, is the 

sole property of HITEC-Institute of Medical Sciences. 
 
It may be copied in full or in parts only by the Management / personnel and only for the purpose of 
medical college and hospital related activities. Disclosure and copying of any information contained 
within this procedure to any person(s) outside the employee of medical college and hospital without 
written permission/authorization of the Director Adm & Ops. or Principle is strictly prohibited. 

 
 
 
Drafted By:  _________________________ 18th September 2025 
             Head of Department 
 
 
Reviewed By:  _________________________ 18th September 2025 
                          Director Adm & Ops. 
 
 
Approved By:  _________________________ 18th September 2025 
                    Principal 
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1. Purpose 
The purpose of this SOP is to: 

• Regulate the ethical, legal, and controlled use of CCTV recordings. 

• Protect the privacy, dignity, and rights of all stakeholders. 

• Prevent and address harassment or misconduct incidents using CCTV surveillance. 

• Ensure the security and safety of students, staff, faculty, and visitors. 

2. Scope 
This SOP applies to all students, faculty, staff, and visitors within the premises of HITEC-IMS. 

3.  Definitions, Abbreviations, Concepts   

➢ HoD  Head of Department 

➢ HITEC-IMS Heavy Industries Taxila Education City Institute of Medical Sciences 

➢ SOP  Standard Operating Procedure 

➢ CCTV  Closed-Circuit Television 

➢ NVR  Network Video Recorder 

4. Responsibilities & Authorities  
• IT Department: Installation, maintenance, data storage, and secure access control of CCTV 

systems.  

• College Administration: Policy enforcement, compliance, and disciplinary actions. 

5. Equipment & Data Standards 
• CCTV cameras must be of a minimum 1080p resolution with night vision. 

• All recordings will be stored on a secure NVR/Server with a minimum retention of 30 days. 

• Backup systems must be fireproof, password-protected, and access-controlled. 

• Cameras will remain operational 24/7 without interruption. 
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6. Monitoring & Control Protocols 
1. Authorized Access Only: 

o Access to or review of footage is restricted to designated IT Department personnel, and 

may only be carried out with prior approval from both the Director and the Principal’s 

Office. 

o Unauthorized access will lead to questioning and disciplinary action. 

2. Restricted Use: 

o No screenshots, clips, or extracts are allowed. 

o Misuse of footage will result in strict disciplinary/legal consequences. 

3. Incident Reporting: 

o Suspicious activity must be immediately reported to the Duty Officer/Adm Branch. 

o Verified cases will be escalated to the Disciplinary Committee. 

7. Complaint & Review Procedure 
• The affected person should report the case to the IT Department. 

• The complainant will fill out the form (IT-Form-10) and submit it to the Director’s office for 

approval. 

• Upon written approval: 

o The IT Department will visualize only the specific incident-related duration with the 

complainant. 

o If a video clip is required, the Director’s Office must issue a formal written permit. 

 

8. Data Privacy & Retention 
• CCTV footage will be retained for 30 days, unless marked for ongoing investigation. 

• Unauthorized disclosure or leakage will be treated as serious misconduct. 
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9. Harassment Prevention & Response 
• CCTV cameras must be strategically placed in harassment-prone areas (e.g., staircases, corridors, 

hostel entrances). 

• Harassment-related footage will serve as legal evidence in inquiries. 

• All complaints and footage reviews will be handled with strict confidentiality. 

• Tampering with CCTV evidence is a serious offense subject to disciplinary/legal action. 

10. Review & Audit 
• This SOP will be reviewed every 6 months or on an as-required basis by the Administration. 

• An internal audit will be conducted to ensure compliance with security, privacy, and harassment 

prevention protocols. 

11. Related Document 

Sr # Document Name Document # 

1 CCTV Recording Preview Approval Form IT-Form-10 

 


